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ABSTRACT

The rapid development of technology provides us with a lot of
data that can be used for various purposes, such as fraud risk
management. Data analytics should be the basis for anti-fraud
activities related to prevention and detection processes. This

study aims to elaborate on the data analytics used in developing

DOLI:
10.21532/ apfjournal.v8i2.309

fraud red flags based on historical reports. By applying anomaly
data analytics and demographic profiles of fraudsters, this study

finds that performance anomalies contribute 68% to fraud, while

This is an open access article under
the CC-BY-SA License

3 to 10 years of service without career advancement can trigger
motivation to commit fraud. Finally, the paper recommends that
data analytics should be followed by human approaches such
as lifestyle audits and career advancement programs. Further

research is expected to be able to complement other parameters
for data analysis and use statistical methods to obtain more

accurate results.
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1. INTRODUCTION

Currently, we are in the era of the
industrial revolution 4.0, which is marked
by the development of digital technology
such as inter-machine communication
and artificial intelligence (Schwab,
2016). The massive use of gadgets and
the internet provides abundant data
sources that can be processed into useful
information for various needs, one of
which is the prevention and detection
of fraud (Bandrescu, 2015; Mustika et al.,
2021). Fraud is an act of deception to get
something, which is motivated by three

factors as mentioned in the Fraud Triangle
Theory: pressure, opportunity, and
rationalization (ACFE).

The Covid-19 pandemic that started in
Indonesia in early 2020 has caused changes
in patterns of human interaction and
resulted in decreased income. Restrictions
on community activities during the
Covid-19 Pandemic could actually
increase the risk of fraud. Opportunities
for committing fraud are great because of
the lack of oversight as a result of activity
restrictions (opportunity). In addition, the
Covid-19 pandemic has also had an impact
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on decreasing personal and company
income, forcing someone to commit
fraud (pressure) with the assumption that
what he is doing is something common
(rationalization) because he really needs it
and other people are also doing the same
thing (Deloitte, 2020; Ernst & Young, 2020;
PricewaterhouseCoopers (PWC), 2020;
Ramadhan, 2020). The most common
type of fraud that causes the greatest loss
is internal fraud or occupational fraud,
a fraud committed by employees of a
company (Association of Certified Fraud
Examiners (ACFE), 2022).

Fraud committed by employees is
a threat to the company. For non-bank
financial service companies, this threat
needs greater attention because there are
still many operational processes carried
out by humans. Handling fraud in non-
bank financial services companies consists
of several stages: prevention; detection;
investigation, reporting, and sanctions;
and monitoring, evaluation, and follow-up
(OJK 2020). Of the four stages, prevention
is the most efficient stage because fraud
has not occurred yet (Ghazali et al., 2014;
Yusti et al., 2021).

Based on the Fraud Triangle Theory,
including its subsequent developments
such as Fraud Diamond, Fraud Pentagon,
and Fraud Hexagon, the psychological
aspect is a crucial aspect that triggers
someone to commit fraud. Pressure can
arise due to the influence of psychological
factors and external situational factors
(Anindya & Adhariani, 2019; Maulidi,
2020). The drive or motivation to commit
fraud can occur due to the influence of
situations that can be mapped based on
the demographic profile of the fraudsters.
For example, employees who are married
and have children will experience
different psychological conditions from
those who are not married. Demographic
profile of employees can be used as an
indicator to predict the possibility of fraud
(Ngosa & Mwanza, 2021). In addition to
demographic profiles, fraud can also be
predicted through analysis of performance
anomaly data.
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Data collection regarding the profile of
fraudsters was carried out to find out the
perpetrator’s data based on demographic
aspects, such as gender, years of service,
and age (Association of Certified Fraud
Examiners (ACFE), 2022; KPMG, 2011;
Varma & Khan, 2016). Anomaly data is also
one of the parameters for detecting fraud
(Dataiku, 2020; Pourhabibi et al., 2020).
The demographic profile of fraudsters is
the result or output of data analysis and is
not yet a predictor variable used to detect
or prevent fraud. Meanwhile, anomaly
data is used to see if there are unusual
transactions that are considered fraud.

The profile of fraudsters can be used
to see the tendency of perpetrators based
on their demographic conditions such
as age, years of service, and number of
dependents. These three attributes can be
regarded as factors that can motivate the
occurrence of fraud. However, there is a
concern that the analysis could be biased
if only using demographic attributes, with
the consideration that if there are two
people with the same profile, but only
one person commits fraud. Therefore, the
demographic profile of fraudsters needs to
be supplemented with other data, such as
employee performance anomaly data, to
improve data accuracy.

The combination of demographic
profiles and employee performance
anomaly data can be analyzed to detect
and predict fraud. This study aims to
analyze the effect of demographic profiles
and performance anomalies on employees
who commit fraud. This research takes a
case study on a retail financing company
that has a large number of employees and
a fairly wide distribution of marketing
networks throughout Indonesia.

2. LITERATURE REVIEW AND HYPO-
THESIS

Fraud Handling Strategy

Fraud is an action that must be handled
properly and seriously because it can have
animpacton thecompany asawhole. There
are at least three stages of a fraud handling
strategy: prevention, detection, and follow-
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up or response. Prevention is the most
important stage to reduce the possibility of
financial and non-financial impacts caused
by fraud (Rahman & Anwar, 2014; Yusti et
al., 2021). Fraud can be prevented through
effective internal monitoring and control.
Fraud can be detected through complaint
channels and audit checks. Finally,
incidents of fraud must be responded to
or followed up through investigations and
curative actions (Chartered Institute of
Management Accountants (CIMA), 2008;
Deloitte, 2021).

For finance companies, the fraud
handling strategy includes four pillars:
prevention; detection; investigation,
reporting, and sanctions; and monitoring,
evaluation, and follow-up (Otoritas
Jasa  Keuangan/OJK),  2018). The
implementation of anti-fraud strategies
for financing companies includes imple-
menting anti-fraud awareness programs,
identifying vulnerabilities, and knowing
your employees (Otoritas Jasa Keuangan /
OJK), 2018). Identification of vulnerabilities
can be done by analysing performance
anomaly data. Meanwhile, the “know
your employee” strategy is implemented
through demographic profile analysis.
It is hoped that these two data can help
improve the effectiveness and efficiency
of the fraud prevention and detection
process.

Fraud Theories

The most prominent theory explaining
why someone commits fraud was initiated
by Donald Cressey in 1953, known as the
Fraud Triangle Theory, where there are
three factors that encourage someone to
commit fraud: pressure, opportunity,
and rationalization. This theory was then
developed into the Fraud Diamond Theory
with the addition of the capability factor.
Capability is the support of knowledge,
authority, the ability to deceive the internal
control system, the ability to commit fraud
and so on (Utami et al., 2019; Yusti et al,,
2021). The Fraud Diamond Theory was
then further developed into the Pentagon
Fraud Theory by incorporating the factor of

arrogance. Arrogance is superior behavior
over the authority possessed. He thinks that
the internal control system does not apply
to him (Yessi Puspitha & Wirawan Yasa,
2018). Arrogance is usually accompanied
by an extravagant lifestyle and greed
(Ramadhan, 2020). The theory was further
developed into the Fraud Hexagon Theory
which consists of six factors: stimulus,
capability, opportunity, rationalization,
ego, and collusion (SCORE) (Achmad et
al., 2022).

Of all the theories that have been
described, the Fraud Triangle Theory is
still relevant to explaining why someone
commits fraud. This theory can also be
used to analyze all levels of employees
in the corporate structure, with the scope
of fraud committed by staff levels with
limited authority. Pressure factors can also
be divided into several sub-factors such
as money, ideology, coercion, and ego
(MICE) (Puspitha & Yasa, 2018).

Anomaly Data

Anomaly data indicates abnormalities
due to irregularities or inconsistencies
that lead to fraud (Pinto & Sobreiro, 2022).
Analysis of anomaly data can be done in
several ways, such as graphical analysis
and machine learning methods (Massa &
Valverde, 2014; Pourhabibi et al., 2020). The
crucial stage in analyzing anomaly data
is how to identify patterns of deviations
that occur compared to the conditions
that should be (Dataiku, 2020; Massa &
Valverde, 2014). The expected output from
anomaly data analysis is classification in
both quantitative and qualitative forms
(Massa & Valverde, 2014).

3. METHODS

Research Objects and Objectives

The object of this research is a case study of
fraud perpetrator data at a retail financing
company. The fraud perpetrator data is
then supplemented with demographic
profile data and performance anomaly
data  (deviations/variations).  Every
company certainly has set targets and goals
to be achieved. Target variations must be
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managed properly so as not to exceed the
tolerance limit. Deviations can occur due
to several factors, one of which is fraud.

This study aims to examine the effect of
performance anomalies and demographic
profiles on fraud. The results of this study
are expected to determine the red flag
criteria for performance anomalies and
employee demographic profiles so that an
action plan can be developed to prevent
and detect fraud.

The expected contribution from
this article is that the profile of internal
fraudsters  (occupational  fraudsters)
can be used as material for analysis in
the process of preventing and detecting
fraud, especially for financing companies,
financial companies and other industries.

Data Attributes

Performance Anomalies

Performance anomaly is data processing
that refers to the performance of retail
finance company employees. The
parameters used are the achievement of
sales and the achievement of abnormal
financing risks (far different from the
average). The output of performance
anomaly data processing is the risk level
of each employee which includes clean,
medium, high, and very high. The data
used is the period from 2019 to 2022. This
risk level is generated from the parameter
of achieving high sales and a high above
average credit risk level. The anomaly data
is an indication that there is a possibility
that the operational processes being carried
out are not in accordance with applicable
company regulations. Anomaly data can
be one of the fraud detection parameters.
However, to improve the accuracy of
predictions, it is necessary to add other
parameters or variables that are relevant
to the fraud detection process.

Fraudsters Profile

The fraudster profile is employee
demographic data consisting of age, years
of service, and number of dependents.
The years of service are divided into five
ranges (KPMG, 2011), while the age range
is divided into six parameters. The number
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of dependents calculated is employee,
spouse, and number of children. Previous
research stated that the majority of
fraudsters are in the age range of 36-
45 years (KPMG, 2011) and 31-45 years
(Varma & Khan, 2016). Factors that cause
acts of fraud are meeting family needs
and greed (Varma & Khan, 2016). Years
of service also influence employees to
commit fraud. 29% of fraud is committed
by employees with 3-5 years of service,
27% with 6-10 years of service, and 33%
with >10 years of service (KPMG, 2011).
Length of services indicates opportunity,
capability, and rationalization factors
that motivate employees to commit fraud
(Varma & Khan, 2016). Other demographic
attributes, such as gender and education
level, have no significant effect because
almost all fraudsters are male and have an
undergraduate degree (Bachelor’s Degree).

Analysis Method
The data used in this study is fraudsters
data reported during the period 2019 - 2022
consisting of 318 data with staff position
level (entry level). The parameters used
are:
a. Risk Level based on Data Anomaly

- Very High

— High

— Medium

— Clean

00-25 years old
— 25-30 years old
— 30-35 years old
— 35-40 years old
— 40-45 years old
— 45-55 years old

c. Years of Services
- 00-01 year
— 01-02 years
— 03-05 years
— 05-10 years
- >10 years

d. Number of Dependents
— S0 (Singles with no children)
— 52 (Single with 2 children)
— S3 (Single with 3 children)
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MO (Married without children)
— M1 (Married with 1 child)
— M2 (Married with 2 children)
— M3 (Married with 3 children)

This study uses a descriptive analysis
method to look at the portions of each
parameter or several parameters for all
fraudsters. Descriptive analysis is applied
because the data used is fraudster data
with static characteristics: committing
fraud and will not change. These results are
expected to provide insight that can assist
the process of preventing and detecting
fraud in retail financing companies with a
large number of employees.

4. RESULTS AND DISCUSSION
Anomaly

Based on the graph above, the percentage
of anomaly parameter is as follows: Very
High (68.24%), Clean (13.52%), High
(11.32%), and Medium (6.92%). Analysis
of anomaly data is quite good in providing
predictions of fraud with the largest
percentage in the “Very High” category.
However, further analysis is needed
regarding inaccurate predictions (false
positives), in which based on anomaly
data, a person is considered “Clean”, but
in fact he is committing fraud.

Figure 1. Percentage of Parameter

Anomaly
8,24%
= Very High
. Clean
High
Medien

Years of Service

‘ 41,815
= Q0H)1

Age

The percentage of age range of fraudsters
is as follows: 30-35 years old (40.88%),
25-30 years old (29.87%), 35-40 years old
(20.44%), 40-45 years old (5.97%), 00-25
years old (1.57%), and 45-55 years old
(1.26%). The age range from 30 to 35 years
occupies the largest number. This finding
reinforces the results of research conducted
by Varma & Khan (2016), that the largest
fraud perpetrators are in the range of 31-
45 years. Age 30 to 35 years is the age
when someone starts to get married and
have a family, which means increasing the
necessities of life.

Years of Service

The percentage of fraudsters’ years of
service is as follows 03-05 years (41.82%),
05-10 years (25.16%), 01-02 years (13.21%),
>10 years (12.89%), and 00-01 year (6.92%).
This data is similar to the results of a
KPMG survey that 56% of internal fraud
perpetrators had a working period of
between 3 and 10 years. This finding also
reinforces the notion that long working
period can increase the potential for
committing fraud (Varma & Khan, 2016).
It should be noted that all perpetrators of
fraud are staff level (entry level), which

Age

| i $.25% .
2530
3540
‘ 4043
0023

Dependents
= 30

‘| 3L13%

=l
MO

.

Source : Data Processed
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means that there is no career advancement
during the tenure.

The Number of Dependents

The more the number of dependents, the
higher the needs that must be met. The
percentage of dependents is as follows:
S0 (31.13%), M1 (23.90%), MO (22.33%),
M2 (17.30%), M3 (3.77%), and S2 (1.57%).
Even though they are still single and have
no dependents, they (S0) have the highest
percentage of fraud perpetrators (31.13%).
Meanwhile, those (M3) who already have
tive dependents are only at 3.77%. So it can
be concluded that fraud occurs not because
of the need factor, but rather the greed or
lifestyle factor (Varma & Khan, 2016).

Contingency Table

To deepen the analysis of anomaly data
and fraudster profiles, the two parameters
are combined in the form of a contingency
table. The first table shows the relationship
between anomaly and the number of
dependents (Table 1). Meanwhile, the
second table shows the relationship
between age and years of service (Table
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2). The combination is based on the results
of the interpretation of the proportion of
parameters.

The preparation of the contingency
table aims to deepen the analysis of
anomaly data and demographic profiles of
fraudsters. Based on the two contingency
tables, it can be explained that the “Very
High” risk level of anomaly data with
single status has a high potential for
committing fraud, because historical data
shows a portion of 20.75%. Meanwhile,
employees with an age range of 25 - 35
years old with 3 - 10 years of service need
to be of concern, because, based on the
data, the age range and years of service
account for 50% of fraudsters.

Motivation to Commit Fraud

The “Very High” risk level of anomaly
data means that there is an abnormality in
the performance concerned. Abnormalities
can be detected because the level of
financing risk or sales achievement is far
above average. The relationship between
financing and sales risk is included in the

Table 1. Relationship between Anomaly and Number of Dependents

Number of Dependents

Anomaly
SO M1 MO M2 M3 S2 Total
Very High 20.75%  15.09%  15.41% 12.89% 3.14% 094% 68.24%
Clean 4.40% 4.72% 2.52% 1.57% 0.00% 0.31% 13.52%
High 4.09% 1.26% 3.46% 220%  0.00% 031% 11.32%
Medium 1.89% 2.83% 0.94% 0.63%  0.63%  0.00%  6.92%
Total 31.13% 23.90% 22.33% 17.30% 3.77% 1.57%  100.00%
Source : Data Processed
Table 2. Relationship between Age and Years of Service
Years of Service
Age
00-01 01-02 03-05 05-10 >10 Total
30-35 2.20% 5.66% 17.92% 13.52% 1.57% 40.88%
25-30 2.83% 5.35% 18.55% 3.14% 0.00% 29.87%
35-40 0.94% 1.26% 5.03% 7.23% 5.97% 20.44%
40-45 0.00% 0.31% 0.00% 1.26% 4.40% 5.97%
00-25 0.94% 0.63% 0.00% 0.00% 0.00% 1.57%
45-55 0.00% 0.00% 0.31% 0.00% 0.94% 1.26%
Total 6.92% 13.21% 41.82% 25.16% 12.89% 100.00%

Source : Data Processed
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“Very High” category because there is
distribution of financing to parties who
are not eligible. In other words, fraud
perpetrators manipulate data so that
consumers who are not eligible become
worthy. This condition explains that
the motivation of the perpetrators to
commit fraud is due to pressure, greed, or
lifestyle, considering that the majority of
perpetrators are still single.

Factors that cause a high percentage
of fraudsters with 3 - 10 years of service
are opportunity, rationalization and
capability. 3 years of service or more is
enough time to know the situation and
conditions of the work environment,
both internal and external, including
the company’s business partners. In the
context of this article, the capability factor
is the close relationship between the fraud
perpetrator and the source of the sales
order. In addition, they also understand
internal conditions, so they can give
inappropriate orders by taking advantage
of situations or conflicts of interest due to
proximity to sources of order. With the
capabilities they have, they should have
been able to make a bigger contribution to
the company, but instead they used their
capabilities to take personal advantage
by committing fraud. The longer years of
service also allow perpetrators to see and
create opportunities to commit fraud. In
addition, considering that all actors are
staff level (entry level), it can be said that
for 3 - 10 years they have not received any
career advancement. This condition can
trigger the factor of rationalization that
leads to fraudulent acts.

5. CONCLUSION

This article aims to provide an overview of
how analysis of performance anomaly data
and demographic profiles of fraudsters
(consisting of data on age, years of service,
and number of dependents) can explain the
factors that motivate someone to commit
fraud. The expected contribution is how
the profile of fraudsters can be analyzed or
combined with performance anomaly data
or other data that is relevant to the stages of

fraud prevention and detection. Accurate
data analysis can become red flags that can
predict the possibility of fraud so that early
prevention can be carried out.

Based on the analysis of anomaly data
and demographic profiles of fraudsters,
employees with the “Very High” category
and “Single” marital status can become red
flags for fraud perpetrators. In addition,
employees aged 30-35 years with 3-5 years
of service can also be red flags for fraud
perpetrators.

Data analysis showing potential fraud
tendencies (red flags) is the first step that
needs to be followed up. Data analysis as
described in thisstudy canbesupplemented
by other relevant data. It is necessary to
take advantage of technology, such as
data analysis applications, and statistical
methods to get accurate results. Utilization
of technology in the analytical context
can be combined with an interpersonal
approach (human approach). This can be
input for human resource management
regarding how to meet career advancement
expectations. In addition to the problem
of career advancement, an interpersonal
approach is also needed to assess how the
lifestyle is lived, whether it is appropriate
or even beyond capabilities.

For managerial implications, this
researchisexpected to provideananalytical
method based on historical data to identify
patterns of fraud behavior so that it can
be detected and prevented. In addition,
this data analysis can be combined with
a personal approach as a follow-up to the
results of data analysis, such as lifestyle
analysis or career advancement programs.

It is suggested that further research
add other parameters related to anomaly
data and internal fraudsters demographic
profiles. In addition, it is also suggested
that further research adds data sources by
taking data that is not static, such as data
on employees who commit fraud and those
who do not commit fraud. This data can be
analyzed using statistical methods to see
the correlation or influence of employee
demographic profiles and anomaly data
on fraudulent behavior.
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